] UBND TINH DAKNONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tu do - Hanh phic

Sb: 1323/STTTT-CNTT Pak Nong, ngay g thdng 12 nam 2020
V/v dam bao an toan thong tin trong sir dung
dich vu chir ky s6 chuyén dung Chinh phu

Kinh gii: - Van phong Tinh uy;
- Vian phong HDND tinh;
- Van phong UBND tinh;
- Cac So, ban, nganh;
- UBND céc huyén, thanh phé;
- UBND céc x4, phuong, thi tran;
- Trung tdm Cdng nghé thdng tin va Truyén thong.

Ngay 16/12/2020, Cuc Ching thu sd va bao mat thong tin, Ban Co yéu
Chinh phti d c6 Cong van s6 458/CTSBMTT-QTHT vé viéc dam bao an toan
thong tin trong st dung dich vu chit ky s6 chuyén dung Chinh phii. Theo Vin
ban nay, Cuc Chimg thu s va bao mat thong tin, Ban Co yéu Chinh phu dé nghi
cac don vi chu dong danh gia, ra quét ma doc cho cac may tinh tai cadc co quan,
don vi. Trong thoi gian qua, S& Thong tin va Truyén thong ciing da chu dong
trién khai hé théng phong chéng mi doc tap trung Kaspersky va to chic cac
chién dich ra queét xu ly ma doc nam 2020 cho cac co quan, don vi.

Nhim tiép tuc dam bao an toan thong tin cho hé théng thong tin cta cac
co quan nha nudc cua tinh, S& Thong tin va Truyén thong dé nghi Lanh dao céac
don vi chi dao cac don vi, ¢4 nhan ¢ lién quan thudc pham vi quan ly thuc hién
mot sb khuyén nghi cia Cuc An toan thong tin nhu sau:

1. Cac giai phap ky thuit khuyén nghi

- Thuong xuyén thuc hién danh gia, ra quét ma doc cac may tinh cua co
quan minh. Trién khai cai dit phan mém quét virus co ban quyén. Déi véi cac
don vi da dugc S& Thong tin va Truyén thong cap ban quyén hé théng phong
chong ma dgc tap trung Kaspersky phai thyc hién nghiém tic viéc cai dat phan
mém cho cac may tinh tai don vi minh. Pon vi nao khong thuc hién cai dat phan
mém Kaspersky dé lay lan virus phai chiu hoan toan trach nhiém truge Chu tich
UBND tinh.

- Tai cong cu duge Cuc Ching thu s6 va bao mat thong tin cép tai dia chi:
http://av.bcy.gov.vn dé thuc hién ra quét hé thong may tinh tai co quan, don vi.

- Pho bién dén cac can bd cong chirc, nguoi lao dong trong don vi nang
cao nhan thirc v€ an toan thong tin mang no6i chung va canh giac voi cac nguy co
tan cong mang c6 chu dich noéi riéng.

- Thyc hién theo hudng dan dam bdo an toan thong tin trong str dung dich
vu chig thuc chit ky s6 chuyén dung Chinh phu tai dia chi: https://ca.gov.vn.
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2. Pé nghi Vin phong UBND tinh (Cong thong tin dién tir)

- Bang tai toan van ndi dung cong van sé 458/CTSBMTT-QTHT cua Cuc
Chung thu s6 va bao mat thong tin, Ban Co yéu Chinh phu Ién Cong thong tin
dién tir tinh Dak Nong.

- T6 chirc kiém tra, ra soat, kip thoi c6 phuong an xir 1y d6i véi cac hé
théng hién dang chu tri quan tri k¥ thuat dé dam bao hoat dong on dinh, an toan
cac hé thong: Cong dich vu cong truc tuyén; Hé thong phan mém quan 1y vin
ban (VNPT iOffice)...

- B4 tri can bo k§ thuat thuong xuyén theo ddi hé thdng, hd tro nguoi sir
dung khi ¢6 nhu cau.

3. Giao Trung tam CNTT&TT Pik Nong

- T6 chirc kiém tra, ra soat, kip thoi c6 phuong an xur 1y dbi voi cac hé
thong hién dang chu tri quan tri k¥ thuat tai Trung tdm tich hop dir 1iéu cua tinh.

- B0 tri du can bd thudc bo phan trng ctru sy co san sang thuc hién nhiém
vu khi c6 diéu dong.

- Nghién ctru giai phap hd tro cac don vi khic phuc su co khi cé yéu cau.

Moi thong tin can hd tro dé nghi Quy co quan, td churc, c4 nhan lién hé:
Trung tim Giam sat an toan khong gian mang qubc gia (NCSC), dién thoai
0243.2091616, thu dién ti: ais@mic.gov.vn hodc Cuc Chtng thuc sb va Bao
mat thong tin, dién thoai 0243.7738668, thu dién tir ca@bcy.gov.vn dé phdi

hop, giai quyét.

Noi nhén: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- Ban Giam doc So;

- Van phong S¢ (thuc hién);
- Trang TTDT Sé¢;

- Luu: VT, CNTT.

Pham Durc Loc
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